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SUMMARY 
 
 

As the Notice of Proposed Rulemaking (“NPRM”) released by the Federal 

Communications Commission (“FCC”) in mid-July 2011 clearly explains, there is ample 

evidence that voluntary industry measures and existing regulatory protection have failed 

to prevent billions of dollars of fraudulent charges from appearing on consumers’ 

telephone bills.  Therefore, the FCC should adopt strong measures soon to prevent any 

further “cramming.”  Measures should be adopted industry-wide, regardless of the 

technology that carriers use to provide service to consumers.  It would be imprudent 

policy and unfair to consumers for the FCC to wait until yet more harm occurs before 

adopting anti-cramming measures, not only for the wireline industry, but also for the 

wireless and Voice over Internet Protocol (“VoIP”) markets.  Specifically, the FCC 

should implement a ban on third-party billing on telecommunications bills, or, as a 

second-best remedy, should require all carriers to establish a default of blocking all third-

party billing for all consumers, with an independently verifiable “opt-in” alternative to 

“unblock” third-party billing available at no cost for consumers. 

 Cramming has plagued consumers for more than a decade.  Voluntary industry1 

measures and existing regulations have failed abysmally to protect consumers from a 

billion-dollar industry that is rife with fraudulent behavior.  Delay in regulatory 

intervention benefits fraudulent actors and harms consumers.  Halfway measures, such as 

improved consumer education, industry monitoring of complaints, and better bill formats, 

although useful, are insufficient to overcome the substantial economic incentives that 

                                                 
1 The term, “industry,” as used in this brief, includes third-party vendors, as well as the billing aggregators 
and telephone companies that render bills. 
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telephone companies and third-party vendors reap to engage in cramming.  The market 

failure is sufficiently severe and persistent and warrants a strong, effective, and 

immediate remedy to shift the burden upon the industry to prevent cramming rather than 

requiring consumers to seek their own remediation of correcting fraudulent charges after 

they have already been incurred.  

 Furthermore, telephone numbers – the vehicle by which unscrupulous companies 

impose unauthorized charges on unsuspecting consumers – do not belong to the industry.  

They are a public good administered by the North American Numbering Plan 

Administrator.  The industry should not be allowed to permit third parties to have access 

to consumers’ telephone numbers without consumers’ explicit permission.  Finally, 

newly adopted measures and guidelines should not put the burden on consumers to solve 

a pernicious problem that the industry has fostered.
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I. INTRODUCTION 

 
Martha Coakley, Attorney General of the Commonwealth of Massachusetts 

(“Attorney General”) hereby submits initial comments in response to the Notice of 

Proposed Rulemaking (“NPRM”) released by the Federal Communications Commission 

(“FCC” or “Commission”) on July 12, 2011,2 pursuant to the schedule published in the 

Federal Register.3  The Attorney General was one of the 25 state attorneys general that 

submitted joint comments and reply comments in response to the FCC’s August 28, 2009 

Consumer Information and Disclosure Notice of Inquiry.4  The Attorney General has also 

previously submitted comments to the FCC in support of measures that empower 

                                                 
2In the Matter of Empowering Consumers to Prevent and Detect Billing for Unauthorized Charges 
(“Cramming”), CG Docket No. 11-116, Consumer Information and Disclosure, CG Docket No. 09-158, 
Truth-in-Billing and Billing Format, CC Docket No. 98-170, Notice of Proposed Rulemaking (“NPRM”), 
July 12, 2011. 
3 Notice of Proposed Rulemaking, 76 Fed. Reg. 52,625 (Aug. 23, 2011).  Reply Comments are due 
November 21, 2011. 
4 NPRM at para. 26, Appendix B.  These joint comments and reply comments addressed, among other 
things, cramming issues. 
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consumers to control their telecommunications bills and to prevent unwanted charges 

from appearing on their telecommunications bills.5  

More than two years have passed since the FCC issued its Consumer Information 

and Disclosure Notice of Inquiry, and, meanwhile, consumers have continued to be 

harmed by the practice of cramming.  The Attorney General urges timely, effective action 

by the FCC to protect consumers from unauthorized charges on their telephone bills, and 

further encourages the Commission to comprehensively ensure that consumers are not 

harmed by the persistent and destructive market failure of cramming.  As the FCC’s 

NPRM clearly explains, there is ample evidence that voluntary industry measures and 

existing regulatory protection have failed to prevent billions of dollars of fraudulent 

charges from appearing on consumers’ telephone bills.6  The Attorney General, therefore, 

urges the Commission to ban third-party billing now, with limited exceptions, rather than 

to attempt to design “work-around” measures to resolve this persistent problem that 

plagues consumers.7  A second-best alternative is to require carriers to block third-party 

                                                 
5 See, for example, In the Matter of Empowering Consumers to Avoid Bill Shock, CG Docket No. 10-207; 
Consumer Information and Disclosure, CG Docket No. 09-158, Notice of Proposed Rulemaking, October 
14, 2010.  The Attorney General submitted initial and reply comments in the “bill shock” proceeding on 
January 10, 2011 and February 8, 2011, respectively.  Also see Comments and Reply Comments of the 
Attorney General and the Massachusetts Department of Telecommunications and Cable filed on July 6, 
2010 and July 19, 2010, respectively, in response to FCC Public Notice: “Comment Sought on Measures 
Designed to Assist U.S. Wireless Consumer to Avoid ‘Bill Shock’,” CG Docket No. 09-158, DA 10-803 
(rel. May 11, 2010).  The Attorney General welcomes the recent agreement reached by wireless carriers 
and the FCC regarding “alerts” for those wireless users that are close to their monthly usage limit for voice, 
text, or data usage.  Edward Wyatt, Wireless Users Will Get Alerts on Excess Use, NEW YORK TIMES, 
Oct. 17, 2011, at 1.   FCC Commissioner Julius Genachowski, Address at Press Conference Announcing 
New Industry Guidelines with CTIA and Consumers Union (October 17, 2011) (available at 
http://www.fcc.gov/events/ctia-consumers-union-and-fcc-announce-new-industry-guidelines). 
6 See, e.g., NPRM at paras. 19-36. 
7 The Attorney General fully supports the initial comments in response to the NPRM  released by the FCC  
on July 12, 2011 filed by the joint state attorneys general including: New York, Oregon, Tennessee, 
Maryland, Indiana, Kentucky, Mississippi, Arizona, Nevada, Iowa, New Hampshire, Alaska, Delaware, 
Georgia and Washington. 
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billing with consumers having the option of submitting a verifiable “opt-in” request to 

unblock third-party billing.  Consumers, not industry, should control the purpose for 

which their telephone numbers are used, particularly because: (1) consumers ultimately 

pay for these charges upfront; and (2) telephone numbers are a public good, not “owned” 

by carriers.   

II. BACKGROUND 
 

A. Cramming has plagued consumers since the early 1990s; an effective 
solution is long overdue. 

 
Cramming refers to the problem of third-party billing on consumers’ telephone 

bills for services that consumers did not purchase.8  Although cramming is often 

associated with landline telephone service, it is emerging as a problem for consumers of 

wireless service as well.9  The problem is further exacerbated by the fact that consumers 

are frequently unaware that these additional, unauthorized charges can be placed on their 

bills.10 

Third-party billing on landline telephone bills emerged following the divestiture 

of AT&T in 1984 and the FCC’s subsequent decision to detariff telephone billing and 

collection in 1986.  After 1984, local exchange carriers provided local telephone services, 

                                                 
8 As described by the FCC:  “In a typical cramming case, the cramming company and billing aggregator 
need only an active telephone number for the targeted consumer, which can be obtained from a telephone 
directory, to place unauthorized charges on the consumer’s telephone bill.  Pursuant to a contract between 
them, the billing aggregator supplies the carrier with the consumer’s telephone number and the amount to 
be charged, and requests that the charge be placed on the consumer’s telephone bill.  The billing aggregator 
generally does not need the consumer’s name or address for the cram to take place.  Proof of consumer 
authorization is not generally provided to or required by the carrier.  The carrier may not require the 
aggregator to clearly identify the good, product, or service for which the consumer is being charged.  The 
process works similarly if the vendor contracts directly with the carrier rather than using an intermediary 
billing aggregator.”  NPRM at para. 8. 
9 NPRM at para. 4, citing FCC Quarterly Reports on Informal Consumer Inquiries and Complaints, which 
show that approximately 16 percent of cramming complaints that the FCC received from 2008 to 2010 
relate to wireless service.  
10 Id. at para. 19. 
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but not long distance services.  AT&T supplied long distance service, but did not have its 

own billing and collection system.  Due to divestiture, the local telephone companies 

provided billing and collection for AT&T’s long distance service.  To promote 

competition and fairness, local telephone companies were required to provide billing and 

collection services on a nondiscriminatory basis for other long distance phone service 

companies. 

The FCC’s decision to detariff billing and collection gave telephone companies 

choices over how to use their billing and collection systems.  Telephone companies then 

opened their billing and collection systems to additional third-party companies offering a 

variety of services, some of which were completely unrelated to telephone service. This 

decision led to third-party billing on landline telephone bills as it exists today.  However, 

it is very important to recall that telephone companies are not under any obligation to 

allow third-party vendors to place charges on their customers’ telephone bills.  It is not a 

requirement of the FCC, although some local carriers have reportedly told consumers that 

it is.  More importantly, local carriers are no longer required to provide third parties with 

access to their billing systems.  The Attorney General concurs with the FCC that the 

“substantial volume of wireline cramming complaints that the Commission, the Federal 

Trade Commission (“FTC”), and the states continue to receive suggests the 

ineffectiveness of voluntary industry practices and highlights the need for consumer 

safeguards.”11  The industry has been provided with ample opportunity12 to “self-

regulate,” and in the absence of such self-policing, combined with the billions of dollars 

                                                 
11 Id. at para. 1. 
12 See id. at para. 1 (“[C]ramming is a significant and ongoing problem that has affected consumers for over 
a decade”).  
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that have been fraudulently charged to consumers, it is entirely appropriate for the FCC 

to institute an outright ban on third-party billing.  Neither regulators nor consumers 

should bear the burden of preventing cramming.  Anything short of an outright ban of this 

practice unreasonably shifts the burden from a recalcitrant industry in accepting the 

advent of new FCC rules onto unsuspecting consumers to detect unwanted charges and 

onto regulators to police the industry.  Companies that seek to recover fraudulent charges 

from consumers are the impetus of cramming, the true “bad actors” seeking to evade any 

regulatory oversight; therefore, as direct profiteers of the cramming methodology, these 

companies are likely to be reluctant to abide by measures that the FCC discusses in its 

NPRM.  

In July 2011, the United States Senate Committee on Commerce, Science, and 

Transportation issued a comprehensive and detailed report about the pervasive, 

nationwide problem of cramming.13  The report is based on “information from dozens of 

companies involved in third-party billing,”14 interviews with “hundreds of consumers and 

businesses that have been harmed by cramming,”15 and review by the Committee staff of 

over 3 million pages of documents.16  The report states: 

The evidence obtained through this investigation suggests 
that third-party billing is causing extensive financial harm 
to all types of landline telephone customers, from 
residences and small businesses, to government agencies 
and large companies.  Over the past decade, telephone 
customers appear to have been scammed out of billions of 
dollars through third-party billing on landline telephones.  

                                                 
13 STAFF OF S. COMM. ON COMMERCE, SCIENCE, AND TRANSP., UNAUTHORIZED CHARGES ON TELEPHONE 
BILLS (July 12, 2011) (“Senate Report”). 
14 Id. at 1. 

15 Id. 

16 Id. at 7. 
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Unauthorized third-party charges are a nationwide 
problem.17 

Among the many findings are the following:   

• Cramming emerged as a problem in the 1990s when telephone bills first were 

used as a vehicle for payment for third-party charges.18 

• A substantial percentage of third-party charges are unauthorized.19 

• Telephone companies “act as the gatekeepers to their billing and collection 

systems.”20  Each year, telephone companies place approximately 300 million 

third-party charges on bills which add up to more than $2 billion worth of annual 

third-party charges on telephone bills.21 

• During the past decade, third-party charges have generated more than one billion 

dollars in revenues for telephone companies, and since 2006, AT&T, Qwest and 

Verizon have earned more than $650 million through third-party billing.22 

• “Many of these third-party vendors appear to be created solely to exploit the 

weaknesses of third-party billing on landline telephone bills.  They do not market 

their services, their websites are barely functional, and they offer services that 

consumers would unlikely purchase knowingly.”23 

                                                 
17 Id. at i.  The Senate Report focuses on landline bills.  As these initial comments discuss, however, 
cramming also occurs on wireless bills. 

18 Id. at i. 
19 Id. at ii. 

20 Id. at 30. 

21 Id. at 11. 

22 Id. at iii. 
23 Id. at 22. 
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• Telephone companies often fail to help telephone customers resolve cramming 

complaints, and telephone company employees have erroneously told customers 

that “telephone company employees were legally obligated to place the charges 

on their bills.”24 

• Telephone companies publicly state that cramming is a problem, but “[e]vidence 

reviewed by Committee staff shows that telephone company employees 

understood that third-party billing was a valuable source of revenue for their 

companies.”25 

 

The recent Senate report clearly demonstrates widespread market failure.  The 

financial interests of often illegitimate third-party vendors and the financial interests of 

telephone companies run directly counter to consumers’ interests, and in the absence of 

any regulatory intervention, consumers will continue to pay fraudulent charges.   

Third-party billing encompasses two categories of arrangements.  With one 

arrangement, a vendor, such as a long-distance telecommunications provider, contracts 

with a telephone company to place charges on the telephone bill.  The second 

arrangement entails a telephone company contracting with a “billing aggregator” or 

“clearinghouse” which, in turn, has business relationships with hundreds of small third-

party vendors.  The Senate Committee focused on the second arrangement and observed 

                                                 
24 Id. at 41. 

25 Id. at 32. 
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that “many third-party vendors that bill through aggregators appear to be created solely to 

exploit the weaknesses of the landline telephone third-party billing system.”26 

B. Cramming is indisputable evidence of market failure, and harms, among 
others, the most trusting consumers. 
 

There is ample evidence of failure in the telecommunications billing markets; 

neither telecommunications providers, which render bills to their consumers, nor third- 

party vendors, which collect money for services that consumers have not requested, have 

an economic incentive to discontinue cramming.  Instead, industry’s economic incentives 

run precisely contrary to those of consumers.  Telecommunications providers reap a 

profit when they render a bill on behalf of third parties.27  The third parties, which 

leverage the relationship that has existed for more than a century between 

telecommunications companies and their customers, reap profits by collecting charges for 

services and products that consumers never requested and do not want.28  Furthermore, 

many cramming charges go undetected or may be sufficiently small as to be “tolerated” 

by consumers,29 although in aggregate they may be substantial.  Consumers foot the bill 

for this market failure, although they have in absolutely no sense “caused” the costs to be 

incurred.  Elderly consumers, who may be more likely to assume that telephone bills 

include only telephone charges (as historically was the custom), consumers who simply 

“trust” telecommunications companies, consumers who do not scrutinize their telephone 

bills, and consumers with limited English proficiency (who may be reluctant to call 

companies to complain about mysterious charges) are the most vulnerable to paying 

                                                 
26 Id. at 8. 

27 Senate Report at iii; see also NPRM at para. 9. 
28 See, e.g., NPRM at para. 21. 
29 Id. at para. 2. 
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fraudulent charges.  Providers encourage customers to choose paperless billing or 

automatic payment methods, and such methods may result in even less bill scrutiny by 

customers.  This clear case of market failure underscores the need for effective 

government intervention.  Rules that the industry cannot easily sidestep are long overdue. 

C. Delay in adopting enforceable, effective anti-cramming rules benefits 
industry and harms consumers. 
 

Existing safeguards are inadequate to protect consumers.  Voluntary industry 

practices,30 the FCC’s two Truth-in-Billing orders,31 and the FCC’s pending Consumer 

Information and Disclosure Notice of Inquiry (which has provided yet further notice to 

the industry of the FCC’s concerns)32 have not proved sufficient to prevent cramming.33  

Therefore, the Attorney General urges the Commission to adopt strong, enforceable 

measures soon to prevent further bilking of consumers.  Delay helps the industry and 

harms consumers. 

D. Consumer complaints are only the tip of the iceberg. 

Consumer complaints about cramming that are lodged with the FCC, the Federal 

Trade Commission (“FTC”), state public utility commissions, state consumer advocates, 

and the Better Business Bureau represent only the tip of the iceberg for several reasons.  

First, many consumers do not know that they are able to call state and federal agencies if 

                                                 
30 Id. at para. 10.  
31 Id. at paras. 11-13 (describing the Truth-in-Billing and Billing Format, First Report and Order and 
Further Notice of Proposed Rulemaking, CC Docket No. 98-170, 14 FCC Rcd 7492 (1999) (“First Truth-
in-Billing Order”), Order on Reconsideration, 15 FCC Rcd 6023 (2000) (“Order on Reconsideration”); 
Truth-in-Billing and Billing Format, Second Report and Order, Declaratory Ruling, and Second Further 
Notice of Proposed Rulemaking, CC Docket No. 98-170, 20 FCC Rcd 6448 (2005) (“Second Truth-in-
Billing Order”) vacated in part sub nom. Nat’l Ass’n of State Util. Consumer Advocates v. FCC, 457 F.3d 
1238 (11th Cir. 2006) (invalidating preemption of certain state requirements for CMRS bills)). 
32 Id. at paras. 14-18, citing Consumer Information and Disclosure, Truth-in-Billing and Billing Format, 
IP-Enabled Services, Notice of Inquiry, 24 FCC Rcd. 11380 (2009) (“Consumer Information NOI”). 
33 Id. at para. 37. 
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they have a complaint about their telephone bills.34  Second, households that are 

non-English speaking may be reluctant to make calls to seek refunds or explanations.  

Third, the size of any individual erroneous charge may be sufficiently small that its 

magnitude does not justify a consumer’s time and effort to seek to have the charge 

removed from the bill.  And finally, many charges may go undetected by consumers.35 

However, in response to the FCC’s request for up-to-date information from state 

and local regulatory agencies on cramming complaints,36 with these important caveats 

about examining quantities of cramming complaints, the Attorney General provides the 

following information: 

The Massachusetts Attorney General’s Office receives numerous complaints from 

consumers regarding unauthorized third-party charges on landline and wireless phone 

bills.  To date in 2011, twenty-five landline customers and eleven wireless customers 

have contacted the Attorney General to seek help in eliminating unauthorized third-party 

charges appearing on their bills.  Most of these consumers sought an explanation as to 

why and how the local carrier was able to put these charges on their bills.  In 2010, fifty-

one landline customers and twenty-nine wireless customers contacted the Attorney 

General to complain of unauthorized third party charges appearing on their telephone 

bills.  In 2009, forty landline customers and thirteen wireless customers contacted the 

Attorney General to complain of unauthorized third-party charges appearing on their 

telephone bills.  In 2008, thirty-four landline customers and one wireless customer 

contacted the Attorney General to complain of unauthorized third-party charges 

                                                 
34 Id. at para. 19. 
35 NPRM at para. 15. 
36 NPRM at para. 67. 
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appearing on their telephone bills.  During 2007, two landline phone customers contacted 

the Attorney General to complain of cramming.  In 2006, four landline phone customers 

contacted the Attorney General to complain of cramming.  The total number of 

complaints received by the Massachusetts Attorney General between 2006 and 2011 

related to cramming totals 174.   

Many consumers wrote to the Attorney General asking if it was legal for third 

parties to bill them in this way and expressing dismay at how these charges appeared on 

their bill.  Customers are frustrated and desperate for assistance.  Below is a sample of 

complaints received by the Massachusetts Attorney General. 

A company named OAN added a $15.84 charge per month 
to my phone bill without any prior authorization at all.  
Verizon is refusing to remove it, saying I have to contact 
the company myself. The problem is, the company is 
unreachable, in fact it has a phone system set up so if you 
press “0” to speak with a person like they instruct you to, it 
disconnects the entire call-every time. So I am completely 
stuck paying this. Please help-I can’t be the only person 
they’ve done this to. Verizon called them a “scam” but still 
lets them do this and refuses to help! I’ve already paid 
some of my phone bill, which a portion of went to these 
scam artists.37 

 
*** 

 
On my Verizon telephone bill, under “Quick Bill 
Summary,” there are charges by “other providers.” These 
providers are ILD Teleservices Inc. and Enhanced Services 
Billing Inc. When I telephoned these companies and asked 
for an explanation, they readily agreed to cancel the 
charges. I told them this practice was going on for some 
time. After researching the matter, both companies told me 
they would credit my Verizon account. One company was 
over $400 and the other one was approximately $150. 

                                                 
37 Complaint to Attorney General Martha Coakley’s Public Information and Assistance Center, July 14, 
2010. 
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Although it would seem I should be satisfied with this 
outcome, I am concerned who else is being taken advantage 
of by these companies. Both companies justified the 
charges by saying “we clicked on a pop-up in our computer 
which justified their charges.” When I pressed them for a 
clarification, they couldn’t explain any further. I am asking 
if this practice can be explained and justified. If it is wrong, 
I think it is imperative we get the word out to the public.38 

 
*** 

 
On my Verizon bill (date Jan 10 2010) I was billed 19.95 
(21.20 with taxes) by “The Billing Resource.” I called 
Verizon and they have taken the charge off for this month 
but say that it is “cramming” and also illegal, and is a 
reoccurring monthly charge. I have tried to call and contact 
The Billing Resource and have not been able to resolve my 
issue; I want them to stop billing me for a service I never 
requested. Researching this issue online there seem to be 
many people having the same issue. I would like to know 
how to stop The Billing Resource from charging me 
something I don’t want, and would like to make sure that 
the Attorney General’s Office is aware of this company.39 

 
*** 

 
I had a charge of $9.99 for premium text messaging on my 
Verizon bill. I called Verizon to get information. I was told 
it originated from Too Lazy Messaging and it would be a 
recurring charge. I was told to stop it by texting a message 
to 47941 with the message stop, which I did.  I received a 
confirmation text it was stopped; however, Verizon does 
not want to take the charge off my bill.  Verizon told me I 
needed to contact Too Lazy. I have no idea who this 
company is or how they got my number.  I called the 800-
510-1468 number that was in the stop text and got a 
recording telling how to stop the service. I then used the 
email address from the text message support@toolazy.net 
and asked how they got my number and that I wanted them 

                                                 
38 Complaint to Attorney General Martha Coakley’s Public Information and Assistance Center, March 16, 
2010. 

39 Complaint to Attorney General Martha Coakley’s Public Information and Assistance Center, March 23, 
2010. 
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to cancel the charge for $9.99 on my cell bill. I got an 
immediate generic response telling me “before we read 
your support request we would like to remind you” and it 
goes on to say how to stop the service.  The only new 
information was to text help at 47941 which I was afraid to 
do because I believe I will be charged further if I text 
help.40 
 
 

The complaints that the Attorney General receives represent only a portion of 

Massachusetts-specific cramming complaints.  Massachusetts consumers also may 

register complaints with the Massachusetts Department of Telecommunications and 

Cable, the FCC, the Better Business Bureau, telecommunications providers, and elected 

officials.  Finally, as stated above, the scale of the cramming problem in Massachusetts is 

much greater than the simple sum of consumer complaints because many fraudulent 

charges go undetected and unreported. 

III. COMMENT  
 

A. The FCC should adopt a ban on third-party billing to protect consumers 
from cramming. 
 

Rules should be adopted such that industry, rather than consumers, bears the 

burden and cost of preventing cramming charges.41  A reasonable “baseline” expectation 

for consumers is that their telephone bills are accurate and that their telephone numbers 

have not been misused for fraudulent practices.  Such practices, and cramming by 

                                                 
40 Complaint to Attorney General Martha Coakley’s Public Information and Assistance Center, July 29, 
2010 

41 The Senate Report observes: “A consistent theme running through the many stories of consumer 
cramming that have been reviewed during this investigation is that while it appears to be very easy for a 
third-party vendor to place unauthorized charges on consumers’ phone bills, it is difficult and time-
consuming for consumers to remove these charges from their bills and receive refunds.”   Senate Report at 
17. 
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definition, are per se violations of the Massachusetts Consumer Protection Act.42  

Specifically, the practice of charging a Massachusetts consumer for services that were not 

authorized and not provided is per se an unfair and deceptive business practice under 

state law.  Telecommunications providers assign telephone numbers to consumers that 

they have been assigned by the North American Numbering Plan Administrator 

(“NANPA”) and should be responsible for ensuring that telephone numbers that they 

assign to consumers are being used only for the purpose intended by the consumer. 

Furthermore, rules should be designed to minimize administrative burdens 

associated with enforcement on the FCC and on the states.  To achieve these goals, the 

FCC should issue rules that prohibit third-party charges from appearing on telephone 

bills.43  The industry has had ample opportunity to “voluntarily” resolve this major 

problem on its own and has not succeeded in doing so – therefore government 

intervention is not only appropriate, but it is also critical to prevent further harm to 

consumers.  Furthermore, the FCC should move forward expeditiously to protect 

consumers.    

B. As a second-best alternative, the FCC should establish a default of 
blocking for third-party billing, allowing for consumer-controlled “opt-
in.” 
 

The FCC proposes that carriers that offer consumers the option to block third-

party charges be required to “clearly and conspicuously notify subscribers of this 

option.”44  Although the Attorney General concurs with the general purpose of such a 

requirement (i.e., consumers need complete information about their options in order to 
                                                 
42  See MASS GEN. LAWS ch. 93A. 

43 The FCC notes that the Vermont state legislature passed a bill banning third-party charges on wireline 
telephone bills with limited exceptions.  NPRM at para. 62. 
44 Id. at para. 40. 
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protect themselves), the proposed requirement would continue to leave the burden on 

consumers and regulators to exercise and to enforce the proposed requirement.  As 

discussed above, the economic incentives of some industry members may well outweigh 

their willingness to comply. 

If, contrary to the Attorney General’s recommendation, the FCC does not impose 

an outright ban on third-party billing, the FCC should then issue rules that establish a 

default of blocking for third-party billing, which could only be changed upon a verifiable 

customer request.45  Carriers then would have the opportunity to explain thoroughly and 

clearly to consumers why it is in their interest to have the blocking lifted.  The FCC seeks 

comment on whether carriers should be prohibited from charging an additional fee for 

blocking.46  Unless and until carriers provide well-supported cost studies, subject to FCC 

review, demonstrating that the cost of blocking (or unblocking) billing to carriers is more 

than a negligible magnitude, carriers should be prohibited from charging for blocking. 

C. Consumer education is a commendable goal, but should not substitute for 
an outright ban on third-party billing, or, at a minimum, a requirement 
that consumers must “opt-in” for third-party billing. 
 

The FCC seeks “comment on whether wireline carriers should be required to 

clearly and conspicuously explain to consumers that their bills may include charges from 

third-party providers.”47  Such a requirement would seemingly mimic the purpose of the 

signs that some venues display stating that the property owner or parking lot management 

company is “not responsible for any items left in car.”  But simply notifying consumers 

                                                 
45 The FCC seeks comment on whether wireline carriers should be required to block third-party charges 
upon request.  Id. at 60.  However, a more effective form of protection is to establish a default of blocking 
with an option to unblock. 
46 Id. at para. 44. 
47 Id. at para. 41; see also id. at paras. 42-43. 
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that “theft” by telephone may occur is an inadequate form of consumer protection.  The 

Attorney General typically supports consumer education because it leads to informed 

decision-making, but where the market failure is as substantial as exists in the third-party 

billing market, it is an insufficient substitute for effective regulatory intervention. 

D. Requiring carriers to improve their bill design and format is a less 
desirable solution to the pervasive cramming problem than is an outright 
ban on third-party billing, or, at a minimum, a requirement that 
consumers must “opt-in” for third-party billing. 
 

The FCC proposes that third-party vendor charges that are not for services 

provided by telecommunications carriers “be placed in a section separate from charges 

assessed by carriers and their affiliates on wireline telephone bills.”48  The Attorney 

General certainly supports improvements to telephone bills that would facilitate 

consumer comprehension.  However, as with the consumer education proposal, 

improvements in bill design alone are simply “window dressing” and do not address nor 

remedy the underlying market failure associated with cramming.  Even with improved 

bills, the burden would still fall inappropriately on consumers and regulators to detect and 

to correct fraudulent charges.  Any measure that falls short of an outright ban on (or at a 

minimum a default blocking of) third-party billing will not cure the costs and headaches 

for consumers of detecting (or failing to detect) unauthorized charges.  Rather than 

shifting the burden to consumers to ensure that they are not “misled”49 by charges, the 

burden should be shifted unambiguously to carriers to obtain permission from their 

consumers to permit the use of their telephone numbers for third-party billing.  Telephone 

                                                 
48 Id. at para. 45; see also id. at paras. 46-49. 
49 Id. at para. 46. 
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numbers do not “belong” to carriers, but instead are a public good.50  Of course, halfway 

measures are better than none, but the Attorney General urges the Commission to adopt 

more effective measures to prevent cramming than a mere re-design of bills. 

E. Anti-cramming rules should apply to all carriers, regardless of the 
technology they use to serve consumers. 

 
  The FCC states that 82 percent of cramming complaints to the Commission from 

2008 to 2010 related to wireline service and that 90 percent of cramming complaints to 

the Federal Trade Commission in 2010 related to wireline service.51  The FCC states also 

that “[a]pproximately 16 percent of cramming complaints received by the Commission 

from 2008-2010 relate to wireless service” and that “[a]ccording to complaint data from 

the FTC, approximately ten percent of cramming complaints received in 2010 concerned 

wireless phone bills.”52  However, these percentages of wireless complaints may 

understate wireless problems for several reasons.  First, the FCC also observes that a 

recent General Accounting Office (“GAO”) report found that 34 percent of wireless users 

do not know where to register wireless complaints,53 which means that many wireless 

complaints may never be lodged.  Second, as the FCC states, “less than half of the states 

regulate wireless service,”54 and, therefore, those states that are not monitoring wireless 

                                                 
50 “The NANP resources are considered a public resource and are not owned by the assignees.  
Consequently, the resources cannot be sold, brokered, bartered, or leased by the assignee for a fee or other 
consideration.  Transfer of code(s) due to merger/acquisition is permitted.”  Alliance for 
Telecommunications Industry Solutions, Industry Numbering Committee, Central Office Code (NXX) 
Assignment Guidelines, ATIS-0300051, September 30, 2001, at Section 2.1 (available at: 
http://www.atis.org/inc/incguides.asp). 
51 NPRM at para. 53. 
52 Id. at n. 11. 
53 Id. at para. 52, citing FCC Needs to Improve Oversight of Wireless Phone Service, GAO Report 10-34 to 
Congressional Requesters at 18 (Nov. 2009), available at  http://www.gao.gov/new.items/d1034.pdf 
(“GAO Report”). 
54 NPRM at para. 53, citing GAO Report, at 28-29. 
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complaints are not collecting them.  Massachusetts is one of the states that has authority 

over the terms and conditions of wireless service but does not regulate wireless rates.55 

Ultimately, the precise distribution of cramming instances between the wireless 

and wireline industries is not as relevant as is the overarching need for consumer 

protection through anti-cramming rules that should apply to all carriers, regardless of the 

technology used.  The FCC’s anti-cramming policy and rules should encompass wireless 

and Voice over Internet Protocol (“VoIP”) telephone bills.56  Voluntary industry 

guidelines did not prove effective with the wireline industry, and the FCC should not rely 

on them to deter profitable cramming activities in the wireless and VoIP markets.57  

Rather than wait for consumer complaints to accumulate before intervening, the FCC 

should instead recognize that the economic incentives that exist in the wireline industry 

are also present in other telecommunications markets.  Consumers should not need to 

endure harm first in order to be protected later from blatant market failures.  As this 

proceeding demonstrates, the gap of time between when a market failure such as 

cramming comes to the attention of regulators and the adoption of rules may span many 

years.  It would be unfortunate if the FCC were to defer action until after wireless58 and 

VoIP consumers have been harmed for decades.  Furthermore, even those consumers who 

successfully obtain adjustments to their telephone bills to correct erroneous charges bear 

                                                 
55 Rules and Practices Related to Telephone Service to Residential Customers, D.P.U. 18448 (1977) 
56 NPRM at paras. 54 and 69. 
57 Id. at para. 54. 
58 If wireless customers wish to bill third-party charges (such as for applications and ringtones) to their 
wireless bills, they should be given the option to elect to do so, but the option should be consumer-initiated 
rather than industry-determined. 
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costs.  The time and effort that consumers must expend to straighten out incorrect 

telephone bills represent a real cost to consumers. 

F. The FCC should require carriers’ telephone bills to “clearly and 
conspicuously provide the contact information for each third-party 
vendor,” but such a measure is insufficient in and of itself to protect 
consumers from cramming. 

 
The Attorney General supports the FCC’s proposal to require carriers to clearly 

and conspicuously provide the contact information for each third-party vendor,”59 but 

doubts that such a requirement, even if combined with improved customer education and 

improved bill formats, would suffice to prevent cramming.  The FCC should certainly 

require detailed specific contact information including the name, address, and toll-free 

customer service telephone number.60  However, it would be unwise to place much 

confidence in the effectiveness of such a measure.  Those third-party vendors that seek to 

make a profit by imposing unauthorized charges on consumers’ telephone bills can easily 

sidestep the requirement by, for example, failing to staff the toll-free customer service 

telephone number, by setting up the toll-free number so that it either requires customers 

to navigate a complicated and time-consuming voice mail system or so that it yields a 

busy signal, or by printing a non-working toll-free number.  The disclosure of third-party 

vendor contact information should be required, but the FCC should recognize that such a 

measure continues to leave the burden on consumers rather than industry to detect, to 

prevent, and to correct fraudulent charges and on regulators to ensure compliance. 

 

 

                                                 
59 NPRM at para. 55. 
60Id. 
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G. Before-the-fact measures are preferable to after-the-fact monitoring of 
complaints by carriers.  

 
The FCC seeks comments on the role of “due diligence” by carriers to ensure that 

third party vendors and their charges are legitimate.61  Although the Attorney General 

welcomes industry self-policing, she does not consider such a measure to protect 

consumers adequately.  Certainly carriers should monitor and track cramming 

complaints,62 but complaints necessarily reflect harm that has already occurred.  Where 

the market failure has persisted for many years, and where the abuse is so flagrant, the 

FCC should not rely on “work-around” solutions to protect consumers, but instead should 

simply ban third-party billing, or, in the alternative, require carriers to block such charges 

as the default.  As long as it is profitable to engage in cramming, carriers and vendors 

will have an incentive to do so. 

H. Federal and state agencies should coordinate the sharing of cramming 
complaints.  
 

The Attorney General fully supports federal-state coordination of complaint data 

and anti-cramming activities as well as industry-government collaborative efforts to deter 

cramming.63 

I. Consumer Information Disclosure   
 

The FCC seeks comment on effective consumer information disclosure.64   

Disclosure is of course welcome, but consumers should not bear the transaction and 

monetary costs of solving an industry-created problem.  Effective disclosure is, on 

                                                 
61 Id. at paras. 63-65. 
62 Id. at para. 64. 
63 Id. at paras. 66-67. 
64 Id. at paras. 72-81. 
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balance, a benefit,65 but the FCC’s proposal to “improve transparency on cramming”66 is 

in and of itself insufficient consumer protection and would seem to amount to requiring 

telecommunications carriers to inform consumers more clearly that they should be on the 

alert for unwanted charges on their bill because the carriers are not ensuring that the 

charges on the bills that they are issuing are valid.  Even with disclosure, the consumer 

would still confront the time-consuming dispute process.67  Eliminating fraudulent 

charges helps restore confidence in legitimate transactions and business.68   

The costs to consumers of fraudulent charges are considerable and many 

unauthorized charges go undetected and unreported.69  Also, as the FCC apparently 

recognizes, consumers bear the burden of the transaction cost of reviewing bills and the 

time associated with resolving disputes.70   

The Attorney General does not share the FCC’s apparent concern with lost 

revenues for the telecommunications carriers with respect to the annual revenue that 

carriers receive from third parties for billing-and-collection.71  The paramount effort now 

needed is for telephone companies to implement effective mechanisms to prevent and to 

correct systemic fraudulent billing.   

                                                 
65 Id. at para. 73. 

66 Id. at para. 72. 

67 See e.g., id. at para. 36 (discussing the complaints from Members of Congress on behalf of constituents 
on the difficultly related to removal of false charges). 

68 Id. at para. 79. 

69 Senate Report at iv. 

70 NPRM at para. 78. 

71 Id. at para. 80. 
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IV. CONCLUSION 
 

An indisputable market failure has led to the development of a billion-dollar 

cramming industry that harms the nation’s most vulnerable citizens.  Industry lacks the 

requisite economic incentives to remedy this pervasive problem through voluntary 

measures.  Therefore, the Attorney General urges the FCC expeditiously to adopt strong, 

enforceable measures to prevent unauthorized charges from appearing on consumers’ 

telecommunications bills.       
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